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BACKGROUND OF THE INVENTION 

1. The Field of the Invention 

[0001] The present invention relates to computer network operations. In particular, the 
present invention relates to methods, systems, and computer program products for 
performing document-inclusion operations over a network, the document-inclusion 
operations typically requiring the inclusion of a document to be transmitted along with an 
instruction to perform the operation on the document. 

2. Background and Relevant Art 

[0002] Computer networks allow more individuals more ready access to more 
information than ever before. The Internet is a conglomerate of interconnected computer 
networks that spreads far and wide throughout the world. An individual need only have an 
Internet-enabled computer and a connection to the Internet to be able to communicate and 
access information from across the globe. 

[0003] Computers (and their users) may communicate over a network by exchanging 
electronic messages in accordance with a protocol or a set of rules. Conventional 
networking protocols typically allow such electronic messages to include a document 
attachment. For example, electronic mail or "e-mail" may include a variety of different 
document attachments including, for example, word processing documents, spreadsheet 
files, image files, sound files, and executable files among many other document types. As 
another example, an electronic message may also be a meeting request having a 
corresponding calendar attachment that represents a proposed calendar entry. 
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[0004] Operations that typically require the transmission of an electronic message with a 
corresponding document attachment will be referred to herein as a "document-inclusion" 
operation. Such document-inclusion operations may include, for example, the sending or 
forwarding of an e-mail with an attachment, the sending or responding to a meeting request 
with a calendar attachment, printing a document over a network, faxing a document over a 
network, or the like. 

[0005] The documents attached to an electronic message can often be quite large. For 
ju example, an e-mail could theoretically have a word processing document with image and 
O sound files embedded within the word processing document. However, there are network 
3 *f" restrictions that make the transfer of such document attachments burdensome. 
zl [0006] For example, some networks have relatively limited throughput including, for 

«! example, some wireless carrier networks. Also, many of these same wireless carriers may 
fy impose a time-based charge on data transfers. Since the transfer of document attachments 

O over such low bandwidth and/or high cost networks can take some time, the transfer of the 

document attachment can be quite costly. Other low bandwidth and/or high cost networks 

^ may charge based on the amount of data transferred. Since document attachments can be 

w 

8 quite large, transferring a document attachment over such low bandwidth and/or high cost 

p> | £ I gj 00 networks may be costly as well, 
w 2 3 8 1 5 

O « g g I c [0007] Therefore, what is desired are methods, systems, and computer program products 

giBSSg 

Z a 8 " ^ < f° r performing document-inclusion operations over a network in a manner that improves the 

, J 9 ^ O o Us 

jjjj < " usage of the network. 
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BRIEF SUMMARY OF THE INVENTION 
[0008] The principles of the present invention provide for systems, methods and 
computer program products for performing a "document-inclusion" operation over a 
network such as a low bandwidth and/or high cost network while preserving the network 
bandwidth of the network. A "document-inclusion" operation is defined as an operation 
which requires access to a particular document. For example, sending or forwarding an e- 
mail with an attachment requires access to the document represented by the attachment 
itself. 

[0009] A client, such as a mobile wireless device, sends a document-inclusion 
instruction to a server, such as a mobile access server. The document-inclusion instruction 
identifies the document that is required to be accessed to complete the instruction. 
However, the document-inclusion instruction does not include the document itself. The 
server then determines whether it has access to the required document. If the document is 
not accessible, the server requests the document from the client indicating to the client that 
the document is unavailable at the server. The client then sends the document to the server 
so that the server may complete the operation requested by the document-inclusion 



i§>l§ s [00101 One of ordinary skill in the art will recognize that sending the document- 
ed 2 < S 3 x 
w §h IP 

8 8 « £ E >• inclusion instruction without the needed document, then waiting for the server to indicate 
£ 1 8 2 < 1 that the document is unavailable, and only then sending the required document would take 

Z & ..... 

^ "* a more time and network bandwidth than simply sending the document-inclusion instruction 
O with the needed document. However, there may be instances in which the needed document 

is already readily accessible by the server. In those instances, network bandwidth is greatly 
conserved since the document need not be transmitted over the network. Accordingly, the 
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present invention has particular advantage in environments in which there is a real 
possibility that the server does have access to the document necessary to perform the 
required operation. 

[0011] For example, consider the case in which a mobile wireless device is regularly 
synchronized via a docking station with a personal computer that runs the server. In that 
case, there is a strong likelihood that any particular document that is stored at the mobile 
wireless device is also available at the server. The principles of the present invention allow 
the wireless device to forego sending the needed document over the low bandwidth and/or 
high cost network in cases in which the server already has access to the document. 
Accordingly, the bandwidth of the network preserved, especially in cases in which the 
needed document is quite large. 

[0012] If the document at the server is an older version of the document at the wireless 
device, then the server may send an electronic message to the wireless device causing the 
user of the wireless device to be prompted as to whether sending the older version is 
acceptable. If the older version is acceptable to the user, the network bandwidth is 
preserved. Otherwise, the wireless device may send the newer version of the document (or 
perhaps just the changes if change tracking is available) to the server. If a newer version of 
the document exists at the server than exists at the wireless device, then the server may 
prompt the user of the wireless device as to whether to use the newer document. The server 
may also optionally prompt the user as to whether to receive the newer version of the 
document, or whether to wait until the wireless device is next docked at the docking station. 
[0013] The principles of the present invention are especially advantageous when the 
needed documents are quite large, and when the network bandwidth is limited or high cost 
as in current low bit rate wireless implementations. Accordingly, the average time needed to 
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perform document-inclusion operations is significantly reduced. Also, since the average 
required network bandwidth and usage time is reduced, the costs to the user will also be 
typically reduced. 

[0014] Additional features and advantages of the invention will be set forth in the 
description that follows, and in part will be obvious from the description, or may be learned 
by the practice of the invention. The features and advantages of the invention may be 
realized and obtained by means of the instruments and combinations particularly pointed out 
in the appended claims. These and other features of the present invention will become more 
fully apparent from the following description and appended claims, or may be learned by the 
practice of the invention as set forth hereinafter. 



- Page 6 - 



Docket No. 13768.254 



BRIEF DESCRIPTION OF THE DRAWINGS 
[0015] In order to describe the manner in which the above-recited and other advantages 
and features of the invention can be obtained, a more particular description of the invention 
briefly described above will be rendered by reference to specific embodiments thereof which 
are illustrated in the appended drawings. Understanding that these drawings depict only 
typical embodiments of the invention and are not therefore to be considered to be limiting of 
its scope, the invention will be described and explained with additional specificity and detail 
through the use of the accompanying drawings in which: 

[0016] Figure 1 illustrates an example of a telephonic device that may implement the 
principles of the present invention. 

[0017] Figure 2 illustrates an example network environment that provides a suitable 
operating environment for the present invention. 

[0018] Figure 3 illustrates a flowchart of a method for performing document-inclusion 
operations over a network in accordance with the present invention. 

[0019] Figure 4 illustrates a flowchart of a method for sending an electronic mail with 
an attachment over a network in accordance with the present invention. 
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 



[0020] The present invention extends to systems, methods and computer program 
products for performing a "document-inclusion" operation over a network while preserving 
the network bandwidth of the network. In this description and in the claims, a "document- 
inclusion" operation is defined as an operation which requires access to a particular 
document. For example, sending or forwarding an e-mail with an attachment requires 
access to the document represented by the attachment itself. Also, a meeting request or a 
response thereto requires a calendar entry as an attachment. As a final example, printing or 
faxing a document over a network requires access to the document to be printed or faxed. 
[0021] A client, such as a mobile wireless device, sends a document-inclusion 
instruction to a server, such as a mobile access server. The document-inclusion instruction 
identifies the document that is required to be accessed to complete the instruction. 
However, the document-inclusion instruction does not include the document itself. The 
server then determines whether it has access to the required document. If not, the server 
requests the document from the client indicating to the client that the document is 
unavailable at the server. The client then sends the document to the server so that the server 
may complete the operation requested by the document-inclusion instruction. 
[0022] The embodiments of the present invention may comprise a general-purpose or 
special-purpose computer system including various computer hardware components, which 
are discussed in greater detail below. Embodiments within the scope of the present 
invention also include computer-readable media for carrying or having computer-executable 
instructions or data structures stored thereon. Such computer-readable media may be any 
available media, which is accessible by a general-purpose or special-purpose computer 
system. By way of example, and not limitation, such computer-readable media can 
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comprise physical storage media such as RAM, ROM, EPROM, CD-ROM or other optical 
disk storage, magnetic disk storage or other magnetic storage devices, or any other media 
which can be used to carry or store desired program code means in the form of computer- 
executable instructions or data structures and which may be accessed by a general-purpose 
or special-purpose computer system. 

[0023] When information is transferred or provided over a network or another 
communications connection (either hardwired, wireless, or a combination of hardwired or 
wireless) to a computer system or computer device, the connection is properly viewed as a 
computer-readable medium. Thus, any such connection is properly termed a computer- 
readable medium. Combinations of the above should also be included within the scope of 
computer-readable media. Computer-executable instructions comprise, for example, 
instructions and data which cause a general-purpose computer system or special-purpose 
computer system to perform a certain function or group of functions. 

[0024] In this description and in the following claims, a "computer system" is defined as 
one or more software modules, one or more hardware modules, or combinations thereof, that 
work together to perform operations on electronic data. For example, the definition of 
computer system includes the hardware components of a personal computer, as well as 
software modules, such as the operating system of the personal computer. The physical 
layout of the modules is not important. A computer system may include one or more 
computers coupled via a computer network. Likewise, a computer system may include a 
single physical device (such as a mobile phone or Personal Digital Assistant "PDA") where 
internal modules (such as a memory and processor) work together to perform operations on 
electronic data. 
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[0025] Those skilled in the art will appreciate that the invention may be practiced in 
network computing environments with many types of computer system configurations, 
including personal computers, laptop computer, hand-held devices, multi-processor systems, 
microprocessor-based or programmable consumer electronics, network PCs, minicomputers, 
mainframe computers, mobile telephones, PDAs, pagers, and the like. The invention may 
also be practiced in distributed computing environments where local and remote computer 
systems, which are linked (either by hardwired links, wireless links, or by a combination of 
hardwired or wireless links) through a communication network, both perform tasks. In a 
distributed computing environment, program modules may be located in both local and 
remote memory storage devices. 

[0026] Figure 1 and the following discussion are intended to provide a brief, general 
description of a suitable computing environment in which the invention may be 
implemented. Although not required, the invention will be described in the general context 
of computer-executable instructions, such as program modules, being executed by computer 
systems. Generally, program modules include routines, programs, objects, components, data 
structures, and the like, which perform particular tasks or implement particular abstract data 
types. 

[0027] With reference to Figure 1, a suitable operating environment for the principles of 
the invention includes a general-purpose computer system in the form of a mobile wireless 
device 100. The mobile wireless device 100 includes a user interface 101 for allowing a 
user to review information presented via an output user interface 102, and to input 
information through an input user interface 103. For example, the output user interface 102 
includes a speaker 104 for presenting audio information to the user, as well as a display 105 
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for presenting visual information to the user. The mobile wireless device 100 may also have 
an antenna 109. 

[0028] The input user interface 103 may include a microphone 106 for translating audio 
information into electronic form. In addition, the input user interface 103 includes dialing 
controls 107 represented by 12 buttons through which a user may enter information. Input 
user interface 103 also includes navigation control buttons 108 that assist the user in 
navigating through various entries and options listed on display 105. 
[0029] Although user interface 101 has the appearance of a mobile wireless telephone, 
the unseen features of user interface 101 may allow for complex and flexible general- 
purpose processing capabilities. For example, mobile wireless device 100 also includes a 
processor 111 and a memory 112 that are connected to each other and to the user interface 
101 via a bus 110. Memory 112 generally represents a wide variety of volatile and/or non- 
volatile memories and may include types of memory previously discussed. However, the 
particular type of memory used in telephonic device 100 is not important to the present 
invention. Telephonic device 100 may also include mass storage devices (not shown) 
similar to those associated with other general-purpose computer systems. 
[0030] Program code means comprising one or more program modules may be stored in 
memory 112 or other storage devices as previously mentioned. The one or more program 
modules may include an operating system 113, one or more application programs 1 14, other 
program modules 115, and program data 116. 

[0031] While Figure 1 represents a suitable operating environment for the present 
invention, the principles of the present invention may be employed in any system that is 
capable of, with suitable modification if necessary, implementing the principles of the 
present invention. The environment illustrated in Figure 1 is illustrative only and by no 
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means represents even a small portion of the wide variety of environments in which the 
principles of the present invention may be implemented. 

[0032] Figure 2 illustrates a network environment 200 in accordance with the present 
invention. The network environment 200 includes a client computer system 210 (also called 
herein "client 210") and a server computer system 220 (also called herein "server 220") that 
are "network connectable" to each other over at least a network 230. The network 230 may 
be, for example, a low bandwidth network and/or high cost network such as a wireless 
network. In this description and in the claims, "network connectable" means being 
O "network connected" or having the ability to be network connected by establishing a 

f« permanent and/or temporary network connection with each other. In this description and in 

JJ*; the claims, being "network connected" over a network means having the ability to 

q communicate with each other over at least the network among possibly other networks as 

fy well. 

□ [0033] The client 210 may be, for example, the mobile wireless device 100 described 

with respect to Figure 1, although the client 210 may be any general purpose and/or special 
^ purpose processing system. The client has a local store 211 that may be memory 1 12 in the 

3 

g case of the mobile wireless device 100. Local store 211 may hold a variety of different 

M * „ = 

g I J I b! 00 document types including image files, sound files, executable files, word processing 
S j g g | sh document, spreadsheet documents, or the like. For clarity, the local stored 21 1 is illustrated 

^ I § w < 1 as containing a single document 212. 

^ S 2 !ij 

^ < 1/1 [0034] The client 210 also includes a networking module 213 configured to send and 
O receive communications over the network 230 to and from the server 220. Such a 

networking module may typically be employed by the operating system of the client 210. A 
processing module 214 of the client 210 is configured to coordinate access to the document 
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212 from the local store 211, and to use the networking module 213 so as to perform client 
operations in accordance with the principles of the present invention. 
[0035] The server 220 may be, for example, a computer system that runs a wireless 
access server that performs document operations on behalf of a number of wireless devices 
over the wireless network. However, the server 220 may be any general purpose and/or 
special purpose processing system. The server 220 also has a store 221. The store may be 
any memory that is local to the server or which may be accessed by the server over a 
network connection that is of higher bandwidth and/or lower cost as compared to accessing 
the document over the network 230. 

[0036] The server 220 also includes a networking module 223 configured to send and 
receive communications over the network 230 to and from the client 210 as well as 
potentially other clients that are not shown for clarity. A processing module 224 of the 
server 220 is configured to coordinate access to the store 221, and to use the networking 
module 224 so as to perform server operations in accordance with the principles of the 
present invention. 

[0037] The server 220 and the client 210 may be in an environment in which there is a 
significant possibility that for any given document stored in the local store 21 1 of the client 
210, the same document (or at least a version of the document) may be stored in the store 
221 of the server 220. For purposes of discussion, however, suppose that the store 221 of 
the server 220 does not contain the document 212 that is stored in the local store 211 of the 
client 210. 

[0038] The server 220 performs document-inclusion operations on behalf of the client. 
Such document inclusion operations may include, for example, replying, sending or 
forwarding an e-mail with an attachment, sending or responding to a meeting request, 
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printing or faxing a document, or providing a document to a particular share point for 
sharing among multiple users. For example, the server 220 may be connected to an e-mail 
server 251 that transmits and receives e-mail for one or more user accounts associated with 
the client 210. The server 220 may be connected to a print/fax server 252 for printing or 
faxing documents to a particular network location. The server 220 may also be connected to 
a SHAREPOINT ™ server 253 for logically making the document 212 accessible to a 
defined group of users and/or computer systems. Figure 2 also includes several arrows 1, 2 
and 3, which show a logical flow of information and will now be described with respect to 
Figure 3. 

[0039] Figure 3 illustrates a flowchart of a method 300 for performing document- 
inclusion operations over a network in accordance with the present invention. Some of the 
acts and the step are performed by the client 210 as listed in the left column of Figure 3 
under the heading "CLIENT". Other acts are performed by the server 220 as listed in the 
right column of Figure 3 under the heading "SERVER". 

[0040] In accordance with the method 300, the client 210 sends a document-inclusion 
instruction 241 to the server 220 (act 301). The document-inclusion instruction 241 includes 
an identification 242 of the document 212, but does not including the document 212 itself. 
The transmission of this document-instruction 241 is represented by arrow 1 in Figure 2. 
[0041] The server 220 then determines that the server 220 does not have access to the 
document other than from the client 210 over the network 230 (act 302). This may be 
accomplished by the server 220 accessing the store 221 (or a database the lists the contents 
of the store 221) and finding that the document 212 is not included in the store 221. Note 
that in order to fulfill the document-inclusion instruction 241, the server 220 needs to have 
access to the document. 
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[0042] If no version of the document 212 is available at the server 220, then the 
determination of act 302 is made by simply confirming that no version of the document 212 
is present at the server. However, if a different version of the document 212 exists at the 
server 220, then the server may consider that version to be equivalent to the document 212 
itself, and thus proceed with fulfilling the document-inclusion operation using the different 
version of the document. Alternatively, the server 220 may check with the user of the client 
210 to determine whether the different version of the document is an acceptable replacement 
for the document 212. Accordingly, determining that the document 212 is not available in 
act 302 may include acts of determining that the same version of the document 212 is not 
available, determining that no version of the document 212 is available, or determining that 
a different version of the document 212 exists at the server but is not to be used as a 
replacement for the version of the document 212 identified in the document-inclusion 
request 241. 

[0043] Once it has been determined that the server 220 does not have access to the 
document 212, the server 220 causes the document 212 to be sent to the server from the 
client over the network 230 (act 303). This may include sending a request 243 for the 
document 212 as represented by arrow 2 of Figure 2. 

[0044] The client 210 then performs a functional result-oriented step for ensuring that a 
document-inclusion operation corresponding to the document-inclusion operation is 
performed so as to conserve the bandwidth of the network, (step 304). The functional step 
may include any corresponding acts for accomplishing this result. However, in the 
embodiment illustrated in Figure 3, the step 304 includes corresponding acts 305 and 306. 
[0045] In particular, the client 210 receives an indication that the document identified in 
the document-inclusion instruction 241 is unavailable to the server (act 305). For example, 
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the client 210 receives the request 243. Then, the client 210 sends the document to the 
server 220 (act 306) so that the server may complete the document-inclusion operation. The 
transmission of the document 212 to the server 220 is represented by arrow 3 in Figure 2. In 
cases in which the server supports change tracking, and a version of the document 212 exists 
at the server 220, then the transmission of the document 212 may comprise sending the 
changes made between the version of the document 212 available to the server 220, and the 
version of the document 212 available to the client 210. 

[0046] The server 220 then executes the document-inclusion instruction 241 using the 
accessed document 212 (act 307). 

[0047] Figure 4 illustrates a particular example method in which the client 210 is to send 

an e-mail with a document attachment. In this example, the user of the client 210 first 

creates an e-mail (act 401) and then "attaches" a document to the e-mail (act 402). The user 

instructs that the e-mail be attached and the document appears in the user application as 

though the document is attached. However, transparent to the user is that only a token 

identifying the document is attached to the e-mail, not the document itself. 

[0048] The user then sends the e-mail to the server (act 403). If the e-mail was created 

while the client 210 was offline (i.e., not network connected) to the server 220, then the e- 

mail is sent the next time the client 210 is online with the server 220. 

[0049] Once the e-mail is received at the server 220, the server determines if the same 

version of the document attachment is available at the server 220 (decision block 404). If so 

(YES in decision block 404), the server attaches the document from its local store to the e- 

mail (act 405) and then sends the complete e-mail to the e-mail server 251 (act 406). 

[0050] If the same version of the document is not available at the server (NO in decision 

block 404), the server then determines if a different version of the document attachment is 
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available (decision block 407). If a different version is not available (NO in decision block 
407), then the server prompts the client to send the document (act 408). The server then 
attaches the subsequently received document (act 409) and also optionally prompts the user 
as to whether to synchronize the document with the server (act 410). If the user elects not to 
currently synchronize, the e-mail may be sent the next time the client is connected to the 
network. Then, the server sends the e-mail to the e-mail server (act 406). 
[0051] If a version of the document is available at the server (YES in decision block 
407), the server then determines if the document at the server is newer than the document at 
the client (decision block 411). What is done in response to an older version or a newer 
version begin available at the server may be set by default settings and/or user preferences. 
[0052] In one example, if the server version is newer (YES in decision block 411), then 
the server may attach the newer version (act 412), optionally prompt the user as to whether 
to synchronize the newer version with the client (act 410), and then send the complete e- 
mail to the e-mail server (act 406). Alternatively, the server may have prompted the user as 
to whether to send the newer version as the attachment instead of the older version. In that 
case, if the user indicated that newer version is unacceptable as the attachment, then the 
server may prompt the client for the older version (act 408), and then attach the older 
version (act 409) before sending the complete e-mail to the e-mail server (at 406). As a 
second alternative, the server may treat the newer version as unacceptable without 
prompting the user. In the second alternative, the server would prompt the client for the 
older version (act 408), attach the older document (act 409), and then send the complete e- 
mail (act 406). Although these alternatives are within the scope of the present invention, 
they may use more network bandwidth then simply attaching the newer version without 
prompting the user for whether that is acceptable. 

- Page 17 - Docket No, 13768.254 



[0053] If the server version is older than the client version (NO in decision block 411), 
then the server may then prompt the client for the newer version (act 408), attach the newer 
version (act 409), prompt the user as to whether to synchronize the newer version with the 
server (act 410), and then send the complete e-mail to the e-mail server (at 406). 
Alternatively, the server may prompt the user as to whether the older version is acceptable, 
or simply attach the older version without prompting the user. 

[0054] Accordingly, the client need not necessarily send the document over the network 
230 every time the client is to perform a document-inclusion operation. If the document is 
needed, the server prompts the client for the document. This reduces the network usage 
when performing document inclusion operations. 

[0055] The present invention may be embodied in other specific forms without departing 
from its spirit or essential characteristics. The described embodiments are to be considered 
in all respects only as illustrative and not restrictive. The scope of the invention is, 
therefore, indicated by the appended claims rather than by the foregoing description. All 
changes, which come within the meaning and range of equivalency of the claims, are to be 
embraced within their scope. 

What is claimed and desired secured by United States Letters Patent is: 



- Page 18- 



DocketNo. 13768.254 



